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01
FIXing
- Denialing of Services

- Pushing the wrong things
- Buggy prioritization



1. Flooding HTTP/2

CVE-2019-9511 “Data Dribble” Tomcat
CVE-2019-9512 “Ping Flood” macOs X
. CVE-2019-9513 “Resource Loop” nginx
CVE-2019-9514 “Reset Flood” Go
. CVE-2019-9515 “Settings Flood” H20
. CVE-2019-9516 "0-Length Headers Leak” LiteSpeed
. CVE-2019-9517 “Internal Data Buffering” :
. CVE-2019-9518 "Empty Frames Flood" Windows

NodelS

https://vuls.cert.org/confluence/pages/viewpage.action?pageld=56393752
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-002.md



2. Push in theory
browser m browser m

GET findex.htmil GET findex.htmil
200 0K findex. htmi 200 0K findex. htmi ]
GET /style.css 200 OK ffont.woff2

L style.css
L fontwoff2 = woocsmes:

GET /font.woff2

200 QK ffont. wolf2

=T

no push push everything

https://calendar.perfplanet.com/2016/http2-push-the-details/



2. Push in practice

GET findex.html ) GET findex.htmil

200 OK jindex. html 200 OK findex html

index.html S
GET /style.css " 200 OK ffont. woff2

L style.css
L fontwoff2 = weovmes:

GET /font.woff2

200 OK ffont.wolf2 1 4 K B

=

no push push everything

https://calendar.perfplanet.com/2016/http2-push-the-details/
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2. Congestion Control
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2. Push in practice

GET findex.htmil

index.html|

L style.css

L fontwoff2

GET /font.woff2

B—

200 OK jsindex. htmi

-

GET /style.css

—

200 OK /style.css

200 QK ffont. wolf2

no push

GET findex.htmil

200 OK jindex htmi

J——— -

-l = —

ww == =

==

200 QK ffont, wolf2

14 KB

push everything

GET findex.htmil

10kB findex.html

T e

PU5SH 4kEB /style.css

3

ACKS

PUSH 16kB /style.css

i =T

10kB .htmil
20kB 55

with push
https://calendar.perfplanet.com/2016/http2-push-the-details/



Other issues

Cache Digests are dead

- No standard way to know what the client has cached

- Can work around that with cookies, service workers or other heuristics

Quirks in browsers and servers Used by

- e.g., no push for fetch() or XHR, <iframe> .
0.5% of sites

Push is per-connection

|d d d . h . . https://almanac.httparchive.org
- N Nnain N WI https://tools.ietf.org/html/draft-ietf-httpbis-cache-digest-05
cou € u p S€ g t g S t ce https://jakearchibald.com/2017/h2-push-tougher-than-i-thought/
https://lists.w3.org/Archives/Public/ietf-http-wg/2019JanMar/0033.html

http://blog.kazuhooku.com/2015/10/performance-of-http2-push-and-server.html



CDNs
o EN

GET findex.htmil

1 4 K B | PLSH 14kB css + ,1'5_ |

GET findex.html
____________h

ACKES

PUSH 28kB c55 + |5 1

“warm up” the
connection from e bidle time
client to CDN

- -

ACKS GET findex.htm! |
1 1 2 KB ‘ 200 OK /index.html |

https://developer.akamai.com/ion/adaptive-acceleration
https://tools.ietf.org/html/draft-bishop-httpbis-push-cases-00
https://www.fastly.com/blog/optimizing-http2-server-push-fastly
https://github.com/httpwg/wg-materials/blob/gh-pages/ietf102/akamai-server-push.pdf



Beyond the initial page load!

Speed up API calls

{
"id": 666,
"images": |
"https://example.com/big imagel.jpg",
"https://example.com/big image2.jpg",
"https://example.com/big image3.jpg"
I,

"details"”: "https://example.com/details/666"
}

See also: "edge workers”

https://github.com/gabesullice/hades
https://evertpot.com/h2-push-for-apis/
https://biblio.ugent.be/download/8552455/8552457.pdf
https://calendar.perfplanet.com/2016/http2-push-the-details/



3. Multiplexing and Prioritization

HTTP/1.1 )  ™Main.js
EEeessesss——))  style.css
EEEEssssssss———)  imagel.jpg

ImageZ.jpg

HTTP/2 I S Emmmmm) multiplexed

https://h3.edm.uhasselt.be



3. Multiplexing and Prioritization

HTTP/1.1 )  ™Mainjs
IEEE———)  style.css

iImage1.Jpg

ImageZ.jpg

HTTP/2 Incremental

sequential

mixed

https://h3.edm.uhasselt.be




Welcome to the jungle

rr WA IRNENTRILE &1 JLWETTE T EEE U NETEEr ey EE WEREe ey F e
;V;f=_I.LI.LI.LI.LL...-..-. LI L FRE 0 EEE EOE S T e e i e e e e e e v
ifo | —

dfifo I I
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s+ I S| T e menrrmniennririacnd
spdyrr I L (VAR 1NN 1R (D NV NY U U N U REY L BY W
bucket | {LLCCCERRELRRRRRHRNI DL |

bucket HTML _________ IIRERINNONOCCECRCACCREED
zeroweight [ | 11 111]
bucket HTML 280K | 4§
bucket HTML 1000K | B

- ATF resource I index.html _, top.js hidden1.jpg hidden2.jpg hidden3.jpg background.png I font.woff2 I hero.jpg bottom.js

https://h3.edm.uhasselt.be



HTTP/2 Prioritization in Browsers

URGENT LEADERS |/UNKNOWN\IyNBLOCKED] | BACKGROUND
w=240 w=201 — w=101 w=1
w=16
N 1|
ASYNC
SCRIPT FOLLOWERS]| scrieT | [ 1%
- w=1 ID=6 =32
w=32 W=32 w=
SPECULATIVE

w=1

https://h3.edm.uhasselt.be
https://speeder.edm.uhasselt.oe/www18



HTTP/2 Prioritization in Browsers

/@ \ sequential” _.

everything

URGENT LEADERS |/ UNKNOWN\|yNBLOCKED] | BACKGROUND
w=240 w=201 J\?:jg w=101 w=1
N\ n A
incremental N
SCRIPT . ST FOLLOWERS|( SCRIPT A
w=220 ever t h IN g w=32 w=1 \:;[:362 w=32
& 2 SPECULATIVE
C55 w=1
D=3
w=220
IMG
ID=4
w=147

https://h3.edm.uhasselt.be
https://speeder.edm.uhasselt.oe/www18



HTTP/2 Prioritization in Browsers

VA AN

Up to 50%
Slower than URGENT LEADERS |/YUNKNOWN\IUNBLOCKED] | BACKGROUND

w=240 w=201 — w=101 w=1
w=16
Chrome ~_ 1
ASYNC
SCRIPT
D=2 SCRIPT FOLLOWERS| [ scriet | [ 5%
w=220 w=32 w=1 ID=6 w=32
w=32
2 SPECULATIVE
CsS / S / S \ w=1
D=3
w=220 ? \
IMG
ID=4
w=147

https://h3.edm.uhasselt.be
p=X https://speeder.edm.uhasselt.be/www18/
https://blog.cloudflare.com/better-http-2-prioritization-for-a-faster-web
https://blog.cloudflare.com/nginx-structural-enhancements-for-http-2-performance




HTTP/2 Prioritization in Servers

CDN / Hosting

Status

pass
FAIL x
FAIL x
FAIL x
FAIL x*
FAIL x
pass
FAIL x
pass
pas
FAIL x
pas
pas
pas
FAIL x
FAIL x

Test Result

Dec 22,

Dec 22,

Dec 22,

Dec 22,
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2018

2018

2018

2018
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2018
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2018

2018

2018

2018

2018

FAIL x
FAIL x
FAIL x
FAIL x
FAIL x
FAIL x
FAIL x
FAIL x
FAIL x
FAIL x
FAIL x
FAIL x""
FAIL x
FAIL x
FAIL x
FAIL x

Dec 22,

Dec 22,

Dec 22,

Dec 22,

Dec 22,

Dec 22,

Dec 22,

Dec 22,

Dec 22,

Dec 22,

Dec 22,

2018

2018

2018

2018

2018

2018

2018

2018

2018

2018

2018

Jan 1, 2019

Dec 22,

Dec 22,

Dec 22,

Dec 22,

Dec 22,

Dec 22,

2018

2018

2018

2018

2018

2018

9/ 34 deployments pass

https://www.youtube.com/watch?v=ctSMvtmLTNM
https://github.com/andydavies/http2-prioritization-issues
https://www.slideshare.net/patrickmeenan/http2-in-practice



Bufferbloat
\

=) =
— OB
/ Internet Caching

Proxy

uncached.'ls?v:xxz uncached.is?v:xxz
data.ison | data.ison |

. picturel.jpg >

picture2.jpg

Origin




Bufferbloat

B

Internet Caching
Proxy

uncached.'ls?v:xxz uncached.is?v:xxz
data.ison | data.ison |

. picturel.jpg >

picture2.jpg

Origin

Expected: « - L]




Bufferbloat

=

Origin

Internet Caching
Proxy

uncached.'ls?v:xxz uncached.is?v:xxz
data.ison | data.ison |

picturel.jpg

picture2.jpg

>

>
Expected: « - ]
Actual: ‘ -

https://blog.cloudflare.com/http-2-prioritization-with-nginx/



Types of Headaches

Migraine Hypertension

FC

Stress Prioritization

- @




- Test your pages

webpagetest.org

What to do

dns conhect ssl

html Js css image flash font

ey — — — N —
0.5 1.0 1.5 2.0 2.5 0 3.5 4.0 45 5.0 55 6.0 65 7.0 7.5

1. | — L e by 21 ?L

2. ) B 1971 ms

35 el ] 1319 ms

4. 1567 ms

5. 775 ms

6. L L 1306 ms

7. | | 1186 ms

| I
0.5 1.0 1.5 2.0 2.5 3.0 . 3D 4.0 4.5 5.0-5.5 6.0 6.5 7.0 7.5

https://www.youtube.com/watch?v=ct5MvtmL1NM
https://www.slideshare.net/patrickmeenan/http2-in-practice
https://blog.cloudflare.com/http-2-prioritization-with-nginx
https://twitter.com/csswizardry/status/11808108248620646467s=20

https://andydavies.me/blog/2019/02/12/preloading-fonts-and-the-puzzle-of-priorities/



What to do

dns conhect ssl Jjs css image flash font
e = —
Test your pages | | — — —
0.5 1.0 1.5 2.0 3.5 4.0 4.5 5.0 5.5 6.0 6.5 7.0 7.8

webpagetest.org B 571 e

w1319 s
1567 ms
_ h775 ns
L L 1306 ms
j_ 1186 ms
05 1.0 1.5 2.0 2.5 3.0 35 4.0 45 5.0 55 6.0 6.5 7.0 7.5

P = S, B - S R

Pick a different server / CDN
Reduce buffer sizes
Use BBR congestion controller

Override browser-sent priorities on the server

https://www.youtube.com/watch?v=ct5MvtmL1NM

. . i . https://www.slideshare.net/patrickmeenan/http2-in-practice

Be Ca rer| Wlth < ||n|( I’elz preload /> https://blog.cloudflare.com/http-2-prioritization-with-nginx
https://twitter.com/csswizardry/status/11808108248620646467s=20

https://andydavies.me/blog/2019/02/12/preloading-fonts-and-the-puzzle-of-priorities/



HTTP/3 prioritization proposal

Header-based, simpler

:method = GET
:scheme = https
:path = /image.jpg

priority = urgency=3, progressive=?1_

Urgency Definition
-1 prerequisite (Section 2.1.1)
0 default (Section 2.1.2)
between 1 and 5 supplementary (Section 2.1.3)

6 background (Section 2.1.4)

https://github.com/kazuho/draft-kazuho-httpbis-priority
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over

- Encrypted UDP
- Load balancing and routing
- O-RTT setup

- QUIC and HTTP/3 discovery
Debugging and tooling




QUIC is TCP 2.0

application HTTP/2 HTTP/3 application

TLS
transport TCP TLS BESS transport

UDP




HTTP/3 is HTTP/2 for QUIC

2015 2019
Single connection Single connection
Mutiplexing Mutiplexing
Header Compression Header Compression
Server Push Server Push
Prioritization ~Prioritization
application HTTP/2 HTTP/3 application

TLS ' QUIC

transport transport

UDP



QUIC encrypts the Transport layer

application SECURE SECURE application

ports, flags, connection id
packet seq nr,

transport acknowledgements,

transport

flow control, retransmits,
flags, options

ports




1. Networks blocking QUIC

3'-20°% of networks block QUIC/UDP

“The websites will still work, so you

might as well choose security over a
tiny increase in performance”

T https://www.ietf.org/proceedings/96/slides/slides-96-quic-3.pdf
2 https://conferences2.sigcomm.org/co-next/2018/slides/epiq-keynote.pdf
3 https://www.fastvue.co/fastvue/blog/googles-quic-protocols-security-and-reporting-implications/



1. Networks blocking QUIC

3'-20°% of networks block QUIC/UDP

“The websites will still work, so you

might as well choose security over a
tiny increase in performance”

. dschinazi 9:17 Pm

QUIC uses the local store but it fails the handshake if the root CA is
not in the default set. This was done by policy to prevent antivirus
software from MITM QUIC so we can keep evolving QUIC.

T https://www.ietf.org/proceedings/96/slides/slides-96-quic-3.pdf
2 https://conferences2.sigcomm.org/co-next/2018/slides/epiq-keynote.pdf
3 https://www.fastvue.co/fastvue/blog/googles-quic-protocols-security-and-reporting-implications/



1. Built-in security features

“SYN flood”
- Stateless Retry

UDP reflection / amplification

- Maximum amplification factor of 3

https://tools.ietf.org/html/draft-ietf-quic-transport-23#section-21



2. Connection ID

|IP addresses
ports

flags, connection id | 0-20 bytes

SECURE



2. NAT rebinding + connection migration

& - 9

193.190.10.140:12345 185.194.187.142:23456
Conn. ID: OxDEADBEEF Conn. ID: OxDEADBEEF

|IP addresses

ports

flags, connection id

SECURE

0-20 bytes



2. NAT rebinding + connection migration

& - 9

193.190.10.140:12345 185.194.187.142:23456
Conn. ID: OxDEADBEEF Conn. ID: 0OX8BADFOOD

|IP addresses

ports

flags, connection id

SECURE

0-20 bytes



2. NAT rebinding + connection migration

B Al 45 |

193.190.10.140:12345 185.194.187.142:23456

Conn. ID: OxDEADBEEF Conn. ID: OXS8BADFOOD
OxDEADBEEF~_ — OxDEADBEEF
0x8BADFOOD =  Connection #5 +— UX8BADFUOD
OxFACEBOOC —™ *~——— OxFACEBOOC
" S\ OxDEADCODE

OxDEADCODE

Client Server



2. Load balancing and routing breaks

5: Private IP, port

Private IP, port

5-tuple hash:

* Source |P

* Source Port

+ Destination IP Private IP, port

* Destination Port

* Protocol
NOR —

Connection ID




2. Stateless load balancing and routing

Connection IDs

/\

Client Connection IDs

Server Connection IDs

214

Server
Nr

https://blog.cloudflare.com/warp-technical-challenges
https://tools.ietf.org/html/draft-duke-quic-load-balancers-05

https://conferences2.sigcomm.org/co-next/2018/slides/epig-keynote.pdf



2. Stateless load balancing and routing

Connection IDs

/\

Client Connection IDs

Server Connection IDs

214

Server Process
Nr 1D

Load balancers and servers need to use the same semantics

https://blog.cloudflare.com/warp-technical-challenges
https://tools.ietf.org/html/draft-duke-quic-load-balancers-05

https://conferences2.sigcomm.org/co-next/2018/slides/epig-keynote.pdf



\ 4 \ 4
TCP + HTTP/2
TLS 1.2

3. Connection setup

O-RTT

QUIC




\ 4 \ 4
TCP + HTTP/2
TLS 1.2

3. Connection setup

O-RTT

QUIC
TLS 1.3
RESUME




3. Connection setup

O-RTT \
—

- Store state on the server
G

ET/~
- Share across server pool... Index hip)

- Store state in tickets themselves

O-RTT

- Encrypt tickets separately
- Share ticket keys...

micket
- Rotate ticket keys frequently (W
v v v
QUIC QUIC
TLS 1.3 TLS 1.3
s blog.coudlre com/ic 5446 aka ts 1.3 RESUME

https://blog.cloudflare.com/tls-session-resumption-full-speed-and-secure/




3. Connection setup

O-RTT

- Store state on the server

- Share across server pool...

- Store state In tickets themselves
- Encrypt tickets separately
- Share ticket keys...
- Rotate ticket keys frequently

- Replay attacks: idempotent only

https://www.rfc-editor.org/rfc/rfc8470.html
https://blog.cloudflare.com/rfc-8446-aka-tls-1-3/
https://blog.cloudflare.com/tls-session-resumption-full-speed-and-secure/

G .

2nedd”

y

cket
\NSess\ov\T\G\‘
Ne

QUIC
TLS 1.3

0-RTT

QUIC
TLS 1.3
RESUME




4. QUIC discovery
QUIC )

https://tools.ietf.org/html/rfc8305
https://conferences2.sigcomm.org/co-next/2018/slides/epig-keynote.pdf



4. QUIC discovery

QUIC )
TCP I

https://tools.ietf.org/html/rfc8305
https://conferences2.sigcomm.org/co-next/2018/slides/epig-keynote.pdf



4. QUIC discovery

QUIC )
TCP 4
S

100 ms
delay

https://tools.ietf.org/html/rfc8305
https://conferences2.sigcomm.org/co-next/2018/slides/epig-keynote.pdf



4. QUIC discovery

QUIC )
TCP 4
S

100 ms
delay

Happy eyeballs

https://tools.ietf.org/html/rfc8305
https://conferences2.sigcomm.org/co-next/2018/slides/epig-keynote.pdf



4. QUIC discovery

QUIC IPv6 )
TCP IPv6 )
—>

100 ms

QUIC IPv4 s

200 ms Happy eyeballs

TCPIPV4 o | o S —
300 Ms
Re p | ay atta ¢ kS B https://tools.ietf.org/html/rfc8305

https://conferences2.sigcomm.org/co-next/2018/slides/epig-keynote.pdf




4. QUIC and HTTP/3 discovery with alt-svc

TCP N
E—

Alt-Svc: h3=":49288";quic="1,1abadaba,51303334"

UDP QUIC versions
PORT

https://tools.ietf.org/html/rfc7838
? https://github.com/MikeBishop/dns-alt-svc
https://daniel.haxx.se/blog/2019/03/03/alt-svc-in-curl/

https://tools.ietf.org/html/draft-ietf-quic-http-23#section-3.2.1
> https://bugs.chromium.org/p/chromium/issues/detail?id=1015101#c1




4. QUIC and HTTP/3 discovery with alt-svc

TCP N
E—

Alt-Svc: h3=":49288";quic="1,1abadaba,51303334"

UDP QUIC versions
PORT

https://tools.ietf.org/html/rfc7838
? https://github.com/MikeBishop/dns-alt-svc
https://daniel.haxx.se/blog/2019/03/03/alt-svc-in-curl/

https://tools.ietf.org/html/draft-ietf-quic-http-23#section-3.2.1
> https://bugs.chromium.org/p/chromium/issues/detail?id=1015101#c1

- Need alt-svc cache




4. QUIC and HTTP/3 discovery with alt-svc

TCP N

- Need alt-svc cache

_ - Still needs racing

- Networks block QUIC

Alt-Svc: h3=":49288";quic="1,1abadaba,51303334"

UDP QUIC versions
PORT

https://tools.ietf.org/html/rfc7838
? https://github.com/MikeBishop/dns-alt-svc
https://daniel.haxx.se/blog/2019/03/03/alt-svc-in-curl/

https://tools.ietf.org/html/draft-ietf-quic-http-23#section-3.2.1
> https://bugs.chromium.org/p/chromium/issues/detail?id=1015101#c1




4. QUIC and HTTP/3 discovery with alt-svc

TCP

QUIC

SeStrmoooooo
E—

Alt-Svc: h3=":49288";quic="1,1abadaba,51303334"

UDP
PORT

e ——)
(—

QUIC versions

- Need alt-svc cache

- Still needs racing
- Networks block QUIC

- TCP first
- Unless we hi-jack
DNS!

https://tools.ietf.org/html/rfc7838

? https://github.com/MikeBishop/dns-alt-svc
https://daniel.haxx.se/blog/2019/03/03/alt-svc-in-curl/
https://tools.ietf.org/html/draft-ietf-quic-http-23#section-3.2.1
> https://bugs.chromium.org/p/chromium/issues/detail?id=1015101#c1



4. QUIC and HTTP/3 discovery with alt-svc

TCP N
E—

Alt-Svc: h3=":49288";quic="1,1abadaba,51303334" TCP first

UDP QUIC versions ) g&'gfg we hi-jack
PORT -

https://tools.ietf.org/html/rfc7838
? https://github.com/MikeBishop/dns-alt-svc
https://daniel.haxx.se/blog/2019/03/03/alt-svc-in-curl/

https://tools.ietf.org/html/draft-ietf-quic-http-23#section-3.2.1
> https://bugs.chromium.org/p/chromium/issues/detail?id=1015101#c1

Need alt-svc cache

Still needs racing
- Networks block QUIC

PITA to test locally




Types of Headaches

Migraine Hypertension
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5. Debugging QUIC and HTTP/3

capture1 [Wireshark 1.6.2]

File Edit v Go Capture Anal Statis 0 Internals Help

= == - AN [ W
S & el T L EB vl #¥EX
Filter: | v | Expression... Clear Apply
No. Time Source Destination VProtocol Leng;h Info |
1 0.000000 173.194.72.125 192.168.0.4 TLSv1 103 Application Data
2 0.000125 192.168.0.4 173.194.72.125 TCP 66 45955 > https [ACK] Seq=1 Ack=38 Win=2230 Len=0 TSval=114955745 TSecr=47235863
4 12.703563 IntelCor bf:0d:24 Broadcast ARP 42 who has 192.168.0.47? Tell 192.168.0.7
5 12.703548 GemtekTe 8c:ae:6d IntelCor bf:0d:24 ARP 42 192.168.0.4 is at 00:21:00:8c:ae:6d
7 12.706433 192.168.0.4 192.168.0.7 TCP 54 35795 > 5001 [ACK] Seg=1 Ack=1 Win=14608 Len=0
8 12.709152 192.168.0.4 192.168.0.7 TCP 78 35795 > 5001 [PSH, ACK] Seq=1 Ack=1 Win=14608 Len=24
9 12.709315 192.168.0.4 192.168.0.7 TCP 1514 35795 > 5001 [ACK] Seq=25 Ack=1 Win=146608 Len=1460
10 12.709363 192.168.0.4 192.168.0.7 TCP 1514 35795 > 5001 [ACK] Seq=1485 Ack=1 Win=14608 Len=1460
11 12.709390 192.168.0.4 192.168.0.7 TCP 1514 35795 > 5001 [ACK] Seq=2945 Ack=1 Win=14608 Len=1460
12 12.709414 192.168.0.4 192.168.0.7 TCP 1514 35795 > 5001 [ACK] Seq=4405 Ack=1 Win=14608 Len=1460
13 12.709437 192.168.0.4 192.168.0.7 TCP 1514 35795 > 5001 [ACK] Seq=5865 Ack=1 Win=14608 Len=1460

Frame 9: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)

» Ethernet II, Src: GemtekTe 8c:ae:6d (00:21:00:8c:ae:6d), Dst: IntelCor bf:0d:24 (00:27:10:bf:0d:24)
v Internet Protocol Version 4, Src: 192.168.0.4 (192.168.0.4), Dst: 192.168.0.7 (192.168.0.7)
Version: 4
Header length: 20 bytes
» Differentiated Services Field: ©x00 (DSCP 0x00: Default; ECN: ©0x00: Not-ECT (Not ECN-Capable Transport))
Total Length: 1500
Identification: 0xdbdé (56278)
» Flags: 0x02 (Don't Fragment)
Fragment offset: ©
Time to live: 64
Protocol: TCP (6) h
» Header checksum: 0xd7e9 [correct]
Source: 192.168.0.4 (192.168.0.4)
Destination: 192.168.6.7 (192.168.0.7)
v Transmission Control Protocol, Src Port: 35795 (35795), Dst Port: 5001 (5001), Seq: 25, Ack: 1, Len: 1460
Source port: 35795 (35795)
Destination port: 5001 (5601)
[Stream index: 1]
Sequence number: 25 (relative sequence number)
[Next sequence number: 1485 (relative sequence number)]
Acknowledgement number: 1 (relative ack number)
Header length: 20 bytes
» Flags: 0x10 (ACK)
Window size value: 913
[Calculated window size- 146AR1
00 27 10 bf 6d 24 00 21 00 8c ae 6d 08 00 45 00
05 dc db d6 40 00 46 66 d7 e9 cO a8 00 04 cO a8
00 07 8b d3 13 89 cc 35 f9 b3 19 0d 85 b3 50 10
83 91 a6 1b 00 00 60 0@ 00 60 00 00 00 01 0O 00

O Frame (ffame), 1514 bytes

Packets: 34674 Displayed: 34674 Marked: 0 Load time: 0:10.231 Profile: Default



5. glog: structured endpoint logging

{

"event fields": [
"time","group id", "category", -"event", "data"
1,

"events": [

[1553986553579, 0, "transport", "packet received", -{"header": {}}],
[1553986553580, 0, "recovery", -"metrics updated", - {"smoothed rtt": 85}],
[1553986553588, 1, "http", "frame parsed", {"frame type": "DATA"}],
[1553986553598, 0, "transport", "packet sent", {"header": {}}]

https://quic.edm.uhasselt.be/

https://tools.ietf.org/html/draft-marx-qlog-main-schema-01
https://tools.ietf.org/html/draft-marx-qlog-event-definitions-quic-h3-01




5. glog: structured endpoint logging

{

"event fields": [
"time","group id", "category", -"event", "data"
1,

"events": [

[1553986553579, 0, "transport", "packet received", -{"header": {}}],
[1553986553580, 0, "recovery", -"metrics updated", - {"smoothed rtt": 85}],
[1553986553588, 1, "http", "frame parsed", {"frame type": "DATA"}],
[1553986553598, 0, "transport", "packet sent", {"header": {}}]

Nine QUIC implementations currently output glog

mjoras 10:35 PM

@rmarx we currently have glog enabled in prod with similar

amounts of events being recorded a day as | quoted before (dozens
https://quic.edm.uhasselt.be/

of bi”iDl’lS). https://tools.ietf.org/html/draft-marx-qlog-main-schema-01
https://tools.ietf.org/html/draft-marx-qglog-event-definitions-quic-h3-01







5. gvis: tooling and visualization

DEMO_new_cid.glog (<1MB) DEMO_new cid.qglog (<1MB)
network : from client's viewpoint server

connection started [

0.00 =0 [olTa o RelgVol (o8 initial : O » ) 0.00
. = 23ms of inactivity .
23.00 ( WAEIRNCN ack O | padding | crypto ‘ 3.00
connection id updated JEEX :
23.00 4 handshake : 2 padd!ng crypto 23.00
24,00 4 handshake : 0 FeElelslljls}| HeigYollo} : 24.00
3 transport parameters set JZX :
24.00 4 handshake : 1 Fez=lelsllgle | Heg¥elle] 24.00
2400 RSN padding | crypto | new_token | new_connection_id : 24.00

26.00 initial : 1 » e 00
27 00 cry!:)to .ack 15”4 handshake : 0 » 27 00
2700 new_connection_id | stream O FIN | ack O Jiz{NN4 2700

29.00 ( (IRTT: 1 29.00

https://quic.edm.uhasselt.be/

h tt D S ://q Vi S . e d m . u h a S S e | t. b e https://tools.ietf.org/html/draft-marx-glog-main-schema-01

https://tools.ietf.org/html/draft-marx-qlog-event-definitions-quic-h3-01



https://qvis.edm.uhasselt.be/

Data (bytes)

5. gvis: tooling and visualization
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1000K
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https://quic.edm.uhasselt.be/

h tt D S ://q Vi S . e d m . u h a S S e | t. b e https://tools.ietf.org/html/draft-marx-glog-main-schema-01

https://tools.ietf.org/html/draft-marx-qlog-event-definitions-quic-h3-01



https://qvis.edm.uhasselt.be/

Benefits from all this complexity?

~8% faster ﬁ Users don't

care

Up to -26% at p99 2-9x CPU needed

https://arxiv.org/pdf/1910.07729.pdf
https://conferences2.sigcomm.org/co-next/2018/slides/epig-keynote.pdf
https://www?2.cs.duke.edu/courses/fall18/compsci514/readings/QUIC-sigcomm?2017.pdf



Benefits from all this complexity?

~8% faster

Up to -26% at p99

Remember

Google and Users don't

Facebook care

dep|0y QU'C 2-9x CPU needed
at scale

Huge part of internet traffic
today is QUIC

https://arxiv.org/pdf/1910.07729.pdf
https://conferences2.sigcomm.org/co-next/2018/slides/epig-keynote.pdf
https://www?2.cs.duke.edu/courses/fall18/compsci514/readings/QUIC-sigcomm?2017.pdf



Practical way forward

Experiment now, test in June, deploy end of 2020

https://github.com/quicwg/base-drafts/wiki/Implementations
https://blog.cloudflare.com/experiment-with-http-3-using-nginx-and-quiche/
https://www.zdnet.com/article/cloudflare-google-chrome-and-firefox-add-http3-support/



Practical way forward

Experiment now, test in June, deploy end of 2020

Use a CDN

- Cloudflare, Fastly, Google and Microsoft : heavily invested

- Akamai : does google QUIC already

- Amazon : also working on —something-

https://github.com/quicwg/base-drafts/wiki/Implementations
https://blog.cloudflare.com/experiment-with-http-3-using-nginx-and-quiche/
https://www.zdnet.com/article/cloudflare-google-chrome-and-firefox-add-http3-support/



Practical way forward

Experiment now, test in June, deploy end of 2020

Use a CDN

- Cloudflare, Fastly, Google and Microsoft : heavily invested

- Akamai : does google QUIC already

- Amazon : also working on —something-

Server support is coming Browser support is coming
- nginx announced (for now: cloudflare patch) - Chrome, Edge, Firefox in ‘Canary’
- LiteSpeed, NodelS, aioquic open source - Safari in progress

https://github.com/quicwg/base-drafts/wiki/Implementations
https://blog.cloudflare.com/experiment-with-http-3-using-nginx-and-quiche/
https://www.zdnet.com/article/cloudflare-google-chrome-and-firefox-add-http3-support/
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Other HTTP/2 (implementation) issues

Mixed content (HTTP to HTTPS)
Coalescing connections can be flaky

Support from intermediaries/libraries (e.g., proxies, caches, native libraries)

https://jakearchibald.com/2017/h2-push-tougher-than-i-thought/
https://daniel.haxx.se/blog/2016/08/18/http2-connection-coalescing/
https://tweakers.net/reviews/4555/3/tweakers-stapt-over-op-https-mixed-content.html
https://medium.com/bbc-design-engineering/http-2-is-easy-just-turn-it-on-34baad2d1fb1



Clelele] X0V [eMI= QUIC + HTTP/3

Been around
for

Mainly Google
and Akamai

Being
standardized
by the IETF

Same concepts,
-very- different
execution
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