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Fixing HTTP/2
01

- Denialing of Services

- Pushing the wrong things

- Buggy prioritization



https://vuls.cert.org/confluence/pages/viewpage.action?pageId=56393752

https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-002.md

1. Flooding HTTP/2

1. CVE-2019-9511 “Data Dribble”

2. CVE-2019-9512 “Ping Flood”

3. CVE-2019-9513 “Resource Loop”

4. CVE-2019-9514 “Reset Flood”

5. CVE-2019-9515 “Settings Flood”

6. CVE-2019-9516 “0-Length Headers Leak”

7. CVE-2019-9517 “Internal Data Buffering”

8. CVE-2019-9518 “Empty Frames Flood”

- Tomcat

- macOS X

- nginx

- Go

- H2O

- LiteSpeed

- Windows

- NodeJS



https://calendar.perfplanet.com/2016/http2-push-the-details/

2. Push in theory
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2. Push in practice
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Other issues

https://almanac.httparchive.org

https://tools.ietf.org/html/draft-ietf-httpbis-cache-digest-05

https://jakearchibald.com/2017/h2-push-tougher-than-i-thought/

https://lists.w3.org/Archives/Public/ietf-http-wg/2019JanMar/0033.html

http://blog.kazuhooku.com/2015/10/performance-of-http2-push-and-server.html

Cache Digests are dead

- No standard way to know what the client has cached

- Can work around that with cookies, service workers or other heuristics

Quirks in browsers and servers

- e.g., no push for fetch() or XHR, <iframe>

Push is per-connection

- could end up sending things twice

Used by 

0.5% of sites



CDNs

https://developer.akamai.com/ion/adaptive-acceleration

https://tools.ietf.org/html/draft-bishop-httpbis-push-cases-00

https://www.fastly.com/blog/optimizing-http2-server-push-fastly

https://github.com/httpwg/wg-materials/blob/gh-pages/ietf102/akamai-server-push.pdf

“warm up” the 

connection from 

client to CDN
idle time

14 KB

112 KB



Beyond the initial page load!

https://github.com/gabesullice/hades

https://evertpot.com/h2-push-for-apis/

https://biblio.ugent.be/download/8552455/8552457.pdf

https://calendar.perfplanet.com/2016/http2-push-the-details/

Speed up API calls

See also: “edge workers”



3. Multiplexing and Prioritization

https://h3.edm.uhasselt.be
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3. Multiplexing and Prioritization

https://h3.edm.uhasselt.be

HTTP/1.1

HTTP/2

main.js

style.css

image1.jpg

image2.jpg

incremental

sequential

mixed



Welcome to the jungle

https://h3.edm.uhasselt.be



https://h3.edm.uhasselt.be

https://speeder.edm.uhasselt.be/www18

HTTP/2 Prioritization in Browsers
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HTTP/2 Prioritization in Browsers

``sequential’’

everything

``incremental’’

everything



https://h3.edm.uhasselt.be

https://speeder.edm.uhasselt.be/www18/

https://blog.cloudflare.com/better-http-2-prioritization-for-a-faster-web

https://blog.cloudflare.com/nginx-structural-enhancements-for-http-2-performance

HTTP/2 Prioritization in Browsers

Up to 50%

slower than 

Chrome



HTTP/2 Prioritization in Servers

https://www.youtube.com/watch?v=ct5MvtmL1NM

https://github.com/andydavies/http2-prioritization-issues

https://www.slideshare.net/patrickmeenan/http2-in-practice

9 / 34 deployments pass
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Origin

Bufferbloat

https://blog.cloudflare.com/http-2-prioritization-with-nginx/

uncached.js?v=xyz

data.json

picture1.jpg

picture2.jpg

uncached.js?v=xyz

data.json

Expected:

Actual:

Caching





What to do
- Test your pages

webpagetest.org

https://www.youtube.com/watch?v=ct5MvtmL1NM

https://www.slideshare.net/patrickmeenan/http2-in-practice

https://blog.cloudflare.com/http-2-prioritization-with-nginx

https://twitter.com/csswizardry/status/1180810824862064646?s=20

https://andydavies.me/blog/2019/02/12/preloading-fonts-and-the-puzzle-of-priorities/



What to do
- Test your pages

webpagetest.org

- Pick a different server / CDN

- Reduce buffer sizes

- Use BBR congestion controller

- Override browser-sent priorities on the server

- Be careful with <link rel=“preload” />

https://www.youtube.com/watch?v=ct5MvtmL1NM

https://www.slideshare.net/patrickmeenan/http2-in-practice

https://blog.cloudflare.com/http-2-prioritization-with-nginx

https://twitter.com/csswizardry/status/1180810824862064646?s=20

https://andydavies.me/blog/2019/02/12/preloading-fonts-and-the-puzzle-of-priorities/



HTTP/3 prioritization proposal

https://github.com/kazuho/draft-kazuho-httpbis-priority

Header-based, simpler



HTTP/3 over QUIC
02

- Encrypted UDP

- Load balancing and routing

- 0-RTT setup

- QUIC and HTTP/3 discovery

- Debugging and tooling



QUIC is TCP 2.0

QUIC

UDP
transport transport

applicationapplication

TCP

TLS
TLS

HTTP/2 HTTP/3



HTTP/3 is HTTP/2 for QUIC

QUIC

HTTP/2 HTTP/3

UDP

Single connection

Mutiplexing

Header Compression

Server Push

Prioritization

Single connection

Mutiplexing

Header Compression

Server Push

~Prioritization

2015 2019

TCP

TLS
TLS

transport transport

applicationapplication



QUIC encrypts the Transport layer

ports,

packet seq nr,

acknowledgements,

flow control, retransmits,

flags, options

SECURE

SECURE SECURE

transport

applicationapplication

flags, connection id

ports

transport



1. Networks blocking QUIC

1 https://www.ietf.org/proceedings/96/slides/slides-96-quic-3.pdf
2 https://conferences2.sigcomm.org/co-next/2018/slides/epiq-keynote.pdf

3 https://www.fastvue.co/fastvue/blog/googles-quic-protocols-security-and-reporting-implications/

``The websites will still work, so you 

might as well choose security over a 

tiny increase in performance”
3

31-202% of networks block QUIC/UDP
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1. Built-in security features

“SYN flood”

- Stateless Retry

UDP reflection / amplification

- Maximum amplification factor of 3

https://tools.ietf.org/html/draft-ietf-quic-transport-23#section-21



2. Connection ID

SECURE

flags, connection id

IP addresses

ports

0-20 bytes 



2. NAT rebinding + connection migration

193.190.10.140:12345 185.194.187.142:23456

SECURE

flags, connection id

IP addresses

ports

0-20 bytes 

Conn. ID: 0xDEADBEEF Conn. ID: 0xDEADBEEF



2. NAT rebinding + connection migration

193.190.10.140:12345 185.194.187.142:23456

SECURE

flags, connection id

IP addresses

ports

0-20 bytes 

Conn. ID: 0xDEADBEEF Conn. ID: 0x8BADFOOD



2. NAT rebinding + connection migration

193.190.10.140:12345 185.194.187.142:23456

Conn. ID: 0xDEADBEEF Conn. ID: 0x8BADFOOD

Connection #5

0xDEADBEEF

0x8BADF00D

0xFACEB00C

0xDEADC0DE

0xDEADBEEF

0x8BADF00D

0xFACEB00C

0xDEADC0DE

Client Server



2. Load balancing and routing breaks

NOR

Connection ID



2. Stateless load balancing and routing

Connection IDs

Client Connection IDs Server Connection IDs

214 ?

Server 

Nr

https://blog.cloudflare.com/warp-technical-challenges

https://tools.ietf.org/html/draft-duke-quic-load-balancers-05

https://conferences2.sigcomm.org/co-next/2018/slides/epiq-keynote.pdf



2. Stateless load balancing and routing

Connection IDs

Client Connection IDs Server Connection IDs

214 1 ?

Server 

Nr

Process 

ID

https://blog.cloudflare.com/warp-technical-challenges

https://tools.ietf.org/html/draft-duke-quic-load-balancers-05

https://conferences2.sigcomm.org/co-next/2018/slides/epiq-keynote.pdf

Load balancers and servers need to use the same semantics



3. Connection setup

TCP + HTTP/2

TLS 1.2

4

QUIC

0-RTT
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3. Connection setup

0-RTT

QUIC

TLS 1.3

QUIC

TLS 1.3

RESUME

0-RTT

- Store state on the server

- Share across server pool…

- Store state in tickets themselves

- Encrypt tickets separately

- Share ticket keys…

- Rotate ticket keys frequently

https://www.rfc-editor.org/rfc/rfc8470.html

https://blog.cloudflare.com/rfc-8446-aka-tls-1-3/

https://blog.cloudflare.com/tls-session-resumption-full-speed-and-secure/



3. Connection setup

0-RTT

QUIC

TLS 1.3

QUIC

TLS 1.3

RESUME

0-RTT

- Store state on the server

- Share across server pool…

- Store state in tickets themselves

- Encrypt tickets separately

- Share ticket keys…

- Rotate ticket keys frequently

- Replay attacks: idempotent only

https://www.rfc-editor.org/rfc/rfc8470.html

https://blog.cloudflare.com/rfc-8446-aka-tls-1-3/

https://blog.cloudflare.com/tls-session-resumption-full-speed-and-secure/



4. QUIC discovery

https://tools.ietf.org/html/rfc8305

https://conferences2.sigcomm.org/co-next/2018/slides/epiq-keynote.pdf

QUIC
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QUIC

TCP



4. QUIC discovery
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QUIC

TCP

100 ms

delay



4. QUIC discovery
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delay

Happy eyeballs



4. QUIC discovery

https://tools.ietf.org/html/rfc8305

https://conferences2.sigcomm.org/co-next/2018/slides/epiq-keynote.pdf

QUIC IPv6

TCP IPv6

100 ms

Happy eyeballs

QUIC IPv4

TCP IPv4

200 ms

300 ms
Replay “attacks”…



4. QUIC and HTTP/3 discovery with alt-svc

https://tools.ietf.org/html/rfc7838
2

https://github.com/MikeBishop/dns-alt-svc

https://daniel.haxx.se/blog/2019/03/03/alt-svc-in-curl/

https://tools.ietf.org/html/draft-ietf-quic-http-23#section-3.2.1
5 

https://bugs.chromium.org/p/chromium/issues/detail?id=1015101#c1

TCP

UDP

PORT

QUIC versions

QUIC
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- Networks block QUIC
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4. QUIC and HTTP/3 discovery with alt-svc

https://tools.ietf.org/html/rfc7838
2

https://github.com/MikeBishop/dns-alt-svc

https://daniel.haxx.se/blog/2019/03/03/alt-svc-in-curl/

https://tools.ietf.org/html/draft-ietf-quic-http-23#section-3.2.1
5 

https://bugs.chromium.org/p/chromium/issues/detail?id=1015101#c1

TCP

UDP

PORT

QUIC versions

QUIC

- Need alt-svc cache

- Still needs racing
- Networks block QUIC

- TCP first

- Unless we hi-jack 

DNS!
2

- PITA to test locally



ALT-SVC



5. Debugging QUIC and HTTP/3



5. qlog: structured endpoint logging

https://quic.edm.uhasselt.be/

https://tools.ietf.org/html/draft-marx-qlog-main-schema-01

https://tools.ietf.org/html/draft-marx-qlog-event-definitions-quic-h3-01



5. qlog: structured endpoint logging

https://quic.edm.uhasselt.be/

https://tools.ietf.org/html/draft-marx-qlog-main-schema-01

https://tools.ietf.org/html/draft-marx-qlog-event-definitions-quic-h3-01

Nine QUIC implementations currently output qlog





5. qvis: tooling and visualization

https://quic.edm.uhasselt.be/

https://tools.ietf.org/html/draft-marx-qlog-main-schema-01

https://tools.ietf.org/html/draft-marx-qlog-event-definitions-quic-h3-01
https://qvis.edm.uhasselt.be

https://qvis.edm.uhasselt.be/


5. qvis: tooling and visualization

https://quic.edm.uhasselt.be/

https://tools.ietf.org/html/draft-marx-qlog-main-schema-01

https://tools.ietf.org/html/draft-marx-qlog-event-definitions-quic-h3-01
https://qvis.edm.uhasselt.be

https://qvis.edm.uhasselt.be/


Benefits from all this complexity?

Others

Users don’t 

care
~8% faster

Some

Up to -26% at p99 2-9x CPU needed

https://arxiv.org/pdf/1910.07729.pdf

https://conferences2.sigcomm.org/co-next/2018/slides/epiq-keynote.pdf

https://www2.cs.duke.edu/courses/fall18/compsci514/readings/QUIC-sigcomm2017.pdf



Benefits from all this complexity?

Others

Users don’t 

care
~8% faster

Some

Up to -26% at p99 2-9x CPU needed

https://arxiv.org/pdf/1910.07729.pdf

https://conferences2.sigcomm.org/co-next/2018/slides/epiq-keynote.pdf

https://www2.cs.duke.edu/courses/fall18/compsci514/readings/QUIC-sigcomm2017.pdf

Remember

Google and 

Facebook 

deploy QUIC 

at scale

Huge part of internet traffic 

today is QUIC



Practical way forward

Experiment now, test in June, deploy end of 2020

https://github.com/quicwg/base-drafts/wiki/Implementations

https://blog.cloudflare.com/experiment-with-http-3-using-nginx-and-quiche/

https://www.zdnet.com/article/cloudflare-google-chrome-and-firefox-add-http3-support/



Practical way forward

Experiment now, test in June, deploy end of 2020

Use a CDN

- Cloudflare, Fastly, Google and Microsoft : heavily invested

- Akamai : does google QUIC already

- Amazon : also working on –something-

https://github.com/quicwg/base-drafts/wiki/Implementations
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Practical way forward

Experiment now, test in June, deploy end of 2020

Use a CDN

- Cloudflare, Fastly, Google and Microsoft : heavily invested

- Akamai : does google QUIC already

- Amazon : also working on –something-

Server support is coming

- nginx announced (for now: cloudflare patch)

- LiteSpeed, NodeJS, aioquic open source

Browser support is coming

- Chrome, Edge, Firefox in ‘Canary’

- Safari in progress
https://github.com/quicwg/base-drafts/wiki/Implementations

https://blog.cloudflare.com/experiment-with-http-3-using-nginx-and-quiche/

https://www.zdnet.com/article/cloudflare-google-chrome-and-firefox-add-http3-support/



GO FORTH and REPRODUCE!
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Image sources

Capitalize on low hanging fruit 

to identify a ballpark 

Collaboratively administrate empowered 

markets via plug-and-play networks. 

- https://www.wallpaperflare.com/terminator-genisys-t-800-copy-space-black-background-close-up-wallpaper-qyrlz

- https://wall.alphacoders.com/big.php?i=400118

- https://http3-explained.haxx.se/en/why-tcphol.html

- https://stackoverflow.com/questions/30818925/tcp-congestion-control-fast-recovery-in-graph

- https://www.incapsula.com/cdn-guide/glossary/reverse-proxy.html

- https://twitter.com/AndyDavies/status/1065916677408346112

- https://uk.movies.yahoo.com/terminator-2-3d-interview-robert-patrick-wants-return-t1000-exclusive-123420663.html

- https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-distribution-mode

- http://makertech.dk/3-games-in-6-months-what-i-learned-and-why-i-quit/

- https://www.reddit.com/r/Terminator/comments/9bb3kf/happy_judgment_day/

- https://www.techrepublic.com/blog/linux-and-open-source/two-simple-filters-for-wireshark-to-analyze-tcp-and-udp-traffic/

- https://en.wikipedia.org/wiki/Sarah_Connor_(Terminator)

- https://www.cinemablend.com/news/2467164/is-terminator-dark-fate-wrapping-up-sarah-connors-story-for-good

- https://tenor.com/search/terminator-gatling-gun-gifs

- https://hitek.fr/actualite/terminator-dark-fate-retour-edward-furlong-role-john-connor_20152

- https://i.ytimg.com/vi/rmmF11TKueA/maxresdefault.jpg

- http://static.comicvine.com/uploads/original/11114/111142257/4907278-5635399158-termi.jpg

https://www.wallpaperflare.com/terminator-genisys-t-800-copy-space-black-background-close-up-wallpaper-qyrlz
https://wall.alphacoders.com/big.php?i=400118
https://http3-explained.haxx.se/en/why-tcphol.html
https://stackoverflow.com/questions/30818925/tcp-congestion-control-fast-recovery-in-graph
https://www.incapsula.com/cdn-guide/glossary/reverse-proxy.html
https://twitter.com/AndyDavies/status/1065916677408346112
https://uk.movies.yahoo.com/terminator-2-3d-interview-robert-patrick-wants-return-t1000-exclusive-123420663.html
https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-distribution-mode
http://makertech.dk/3-games-in-6-months-what-i-learned-and-why-i-quit/
https://www.reddit.com/r/Terminator/comments/9bb3kf/happy_judgment_day/
https://www.techrepublic.com/blog/linux-and-open-source/two-simple-filters-for-wireshark-to-analyze-tcp-and-udp-traffic/
https://en.wikipedia.org/wiki/Sarah_Connor_(Terminator)
https://www.cinemablend.com/news/2467164/is-terminator-dark-fate-wrapping-up-sarah-connors-story-for-good
https://tenor.com/search/terminator-gatling-gun-gifs
https://hitek.fr/actualite/terminator-dark-fate-retour-edward-furlong-role-john-connor_20152
https://i.ytimg.com/vi/rmmF11TKueA/maxresdefault.jpg
http://static.comicvine.com/uploads/original/11114/111142257/4907278-5635399158-termi.jpg


Extra slides
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- Too much content, too little time



Prioritization matters

https://h3.edm.uhasselt.be

main.js fully downloaded
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style.css fully downloaded



Prioritization matters

https://h3.edm.uhasselt.be

Image 1 fully downloaded

Image 2 fully downloaded

Image 2 fully downloaded

Image 1 fully downloaded



Other HTTP/2 (implementation) issues

- Mixed content (HTTP to HTTPS)

- Coalescing connections can be flaky

- Support from intermediaries/libraries (e.g., proxies, caches, native libraries)

- …

https://jakearchibald.com/2017/h2-push-tougher-than-i-thought/

https://daniel.haxx.se/blog/2016/08/18/http2-connection-coalescing/

https://tweakers.net/reviews/4555/3/tweakers-stapt-over-op-https-mixed-content.html

https://medium.com/bbc-design-engineering/http-2-is-easy-just-turn-it-on-34baad2d1fb1



Been around 

for years

Google QUIC ! = QUIC + HTTP/3

Mainly Google 

and Akamai

Being 

standardized 

by the IETF

Same concepts, 

-very- different 

execution
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